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Windows Storage Server Management Pack Guide
The Windows Storage Server Management Pack for System Center Operations Manager 2007 is a collection of management packs that monitors the health of Windows Storage Server 2008 R2 components. This management pack is a supplement to the Windows File Services Management Pack that monitors the File Server role of Windows Server 2008 R2.  This version of the Management Pack supports both System Center Operations Manager 2007 Service Pack1 and System Center Operations Manager 2007 R2.
Note For information on using Operations Manager, see the Operations Manager 2007 R2 Operations User’s Guide (http://go.microsoft.com/fwlink/?LinkId=189161).
Document Version
This guide is based on the 6.0.6600.0 version of the Windows Storage Server Management Pack.  
Revision history
	Release Date
	Changes

	January 2011
	Original release of this guide


Introduction to the Windows Storage Server Management Pack
The Windows Storage Server Management Pack retrieves events and other health information generated by the services that run on Windows Storage Server 2008 R2.  Windows Storage Server 2008 R2 introduces additional features to the File Services role running on Windows Server.
This management pack monitors the following components
· Single Instance Storage (SIS)
· Microsoft iSCSI Software Target
Getting the latest management pack and documentation

You can find the latest version of the Windows Storage Server Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).  This is a collection of four individual management pack files that comprise the overall Windows Storage Server Management Pack.
Also see the documentation for the Windows Server File Services Management Pack that is available from the catalog.

What's New
This is the first release of the Windows Storage Server Management Pack, and the first release of management packs for the following features: 
· Single Instance Storage (SIS)
· Microsoft iSCSI Software Target
Supported Configurations

The following tables detail the supported configurations for the Windows Storage Server Management Pack. Use of these management packs is supported on System Center Operations Manager 2007 R2 and System Center Operations Manager 2007 SP1. 
iSCSI Software Target is available only  as part of Windows Server Storage Server 2008 R2 

	Monitored Computer
	Support

	Windows Storage Server 2008 R2 
	Supported

	Windows Server 2008 R2
	Not supported

	Windows Server 2008 
	Not supported

	Windows Server 2003
	Not supported

	Windows 7
	Not supported

	Windows Vista
	Not supported

	Windows XP
	Not supported


	Configuration
	Support

	Virtual environment
	Supported

	Failover cluster
	Supported (Windows Storage Server 2008 R2 monitored computers only)

	Agent-less monitoring
	Supported 

	Upgrade from previous versions
	Not Applicable


Getting Started

This section describes the actions you should take before you import the management pack, any steps you should take after you import the management pack, and information about customizations.

Files in This Management Pack

The Windows Storage Server Management Pack package includes the following files: 

· License: Microsoft® Software License Terms

· Management Pack Files: 

· Microsoft.Windows.FileServer.SIS.Library.mp
· Microsoft.Windows.FileServer.SIS.2008R2.Library.mp

· Microsoft.Windows.FileServer.iSCSITarget.Library.mp

· Microsoft.Windows.FileServer.iSCSITarget.2008R2.Library.mp

How to Import the Windows Storage Server Management Pack 
For instructions about how to import a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=142351).
The Windows Storage Server Management Pack for Operations Manager 2007 consists of 4 individual management pack files that should all be imported.

The Windows Storage Server Management Pack requires the Windows File Services Management Pack package to be installed before it can be imported.  At a minimum the following management packs are required to be imported:

· Microsoft.Windows.FileServices.mp

· Microsoft.Windows.FileServices.2008R2.mp

Complete the Management Pack Configuration
After you import the management packs, use the following sections to finish your initial configuration.
Create a New Management Pack for Customizations

Most management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting the Default Management Pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


You can delete the original management pack without first needing to delete the Default Management Pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the Default Management Pack, you must delete the Default Management Pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the Default Management Pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Configure How Often Discovery Rules are Run
To configure how often  discovery rules that are included in the management packs are run, perform the following steps:

1. Log on to the computer with an account that is a member of the Operations Manager Advanced Operator role for the Operations Manager 2007 Management Group.

2. In the Operations console, click Authoring.

3. In the Authoring pane, expand Management Pack Objects, and then click Object Discoveries. 

4. Locate the iSCSI Target Service (Windows Server 2008 R2) and the SIS Service (Windows Server 2008 R2)
5. There will be two object discoveries shown, one for SIS and one for ISCSI Target.
6. Select the discovery rule that you would like to tune.

7. On the Operations Manager toolbar, click Overrides, and then point to Override the Object Discovery. You can choose to override this discovery rule for objects of a specific type or for all objects within a group. 
8. After you choose which group of object types to override, the Override Properties dialog box opens, which enables you to view the default settings that are configured for this object discovery.
9. Click the checkbox in the Override column next to each setting that you want to override and set the required value 
10. When completed, select the management pack to save the overrides in and click OK.
Configure iSCSI Target port number

By default the iSCSI Target uses TCP port 3260 for communication.  The management pack checks if there is this port is allowed through the firewall.  If you have changed the iSCSI configuration from the default you will need to update the monitor for this feature.  Perform the following steps:

1. Log on to the computer with an account that is a member of the Operations Manager Advanced Operator role for the Operations Manager 2007 Management Group.

2. In the Operations console, click Authoring.

3. In the Authoring pane, expand Management Pack Objects, and then click Monitors. 

4. Locate the iSCSI Target Service (Windows Server 2008 R2) 

5. Select the Firewall configuration monitor under Entity Health, Configuration
6. On the Operations Manager toolbar, click Overrides, and then point to Override the Object Discovery. You can choose to override this monitor for objects of a specific type or for all objects within a group. 
7. After you choose which group of object types to override, the Override Properties dialog box opens, which enables you to view the default settings that are configured for this object discovery.
8. Click the checkbox in the Override column next to the TCP port to check parameter and change the port to the required TCP port

9. When completed, select the management pack to save the overrides in and click OK
Configure iSCSI Target Performance Collection

The iSCSI Target management pack contains a performance collection rule to collect the number of sessions currently using the iSCSI Target service.  This is disabled out of the box to reduce performance data being collected out of the box.  To enable this rule, perform the following steps
1. Log on to the computer with an account that is a member of the Operations Manager Advanced Operator role for the Operations Manager 2007 Management Group.

2. In the Operations console, click Authoring.

3. In the Authoring pane, expand Management Pack Objects, and then click Rules. 

4. Locate the iSCSI Target Service (Windows Server 2008 R2) 

5. Select the Collect number of iSCSI target sessions rule.

6. On the Operations Manager toolbar, click Overrides, and then point to Override the Object Discovery. You can choose to override this monitor for objects of a specific type or for all objects within a group. 
7. After you choose which group of object types to override, the Override Properties dialog box opens, which enables you to view the default settings that are configured for this object discovery.
8. Click the checkbox in the Override column next to the Enable parameter and change the value to True.  You can also change other parameters such as Frequency as required.

9. When completed, select the management pack to save the overrides in and click OK
Add Columns to the State View

The Windows File Services Management Pack contains a view called File Services State that shows all servers with the File Services role installed and a column for each role service.  After importing the Windows Storage Server management packs, this view may not show the new columns for the SIS and iSCSI Target services.  To update the view, perform the following steps:

1. In the Operations console, click Monitoring.

2. In the left pane,  expand the File Services folder and click the File Services State view.

3. Right-click on the view and click Personalize View
4. Ensure that the iSCSI Target Service and SIS Service are both selected.

5. Click OK.
Security Considerations

You may need to customize your management pack. Certain accounts cannot be run in a low-privilege environment, or they must have minimum permissions.
Low-Privilege Environments

Configurations with low-privileged accounts are supported. See the System Center Operations Manager documentation for minimum requirements for low-privilege monitoring.  

To support low privilege monitoring a number of workflows may require additional privileges not available with the minimum rights for System Center Operations Manager.  These are:
· Single Instance Storage discovery – the account must be able to query the Win32_ServerFeature class in the root\cimv2 WMI namespace

· Single Instance Storage Cluster check – the account must be able to open the MsCluster_Node class in the root\mscluster namespace on the computer running the script and remotely access the Win32_Service class in the root\cimv2 namespace of all other nodes in the failover cluster.  This is only required for clustered monitoring scenarios.

· iSCSI Firewall monitor – the account must have rights to query the Win32_Service class of the root\cimv2 WMI namespace and also access the HNetCfg.FwPolicy2 COM object to read the firewall configuration

You should ensure that the action account has the required privileges or alternatively use the Run As profile that is detailed below for these workflows.
Run As Profiles

The Windows Storage Server management packs do not include any new Run As profiles.  However a number of workflows that may require additional privileges use the following Run As profile in the Windows File Services management pack:
· File Services Role Monitoring Account
This run-as profile is used by the discovery scripts included in the File Services Management Pack.
These workflows are covered in the low-privilege environment section above.
Understanding Management Pack Operations
This section provides additional information about the types of objects that the management packs discover, and how health rolls up. 

Objects the Management Pack Discovers

The Windows Storage Server management packs discover the object types described in this section. 

Single Instance Storage (SIS)
· SIS Service
iSCSI Software Target
· iSCSI Target Service
These objects are discovered on Windows Storage Server 2008 R2 where the File Server role is enabled.  

All discovery rules are enabled by default.  Therefore, the corresponding objects mentioned above are discovered automatically. To disable automatic discovery of these objects or to change the frequency with which these objects are discovered, override the corresponding object discoveries and configure the desired settings for them. 
The discovery rules for these object types are targeted to the Windows Server 2008 R2 File Server object.  Therefore the rules will only run against Windows servers where the File Services role is installed and already discovered.

For information about discovering objects, see the Object Discoveries in Operations Manager 2007 topic in Operations Manager 2007 Help (http://go.microsoft.com/fwlink/?LinkId=108505).
Classes

The following diagrams shows the classes that are defined in these management packs. Classes make up the object model for monitoring computers using Operations Manager. Discoveries are used to find and create “instances” of classes. For example, a management pack might discover all instances of the “Physical Disk” class – one instance for each hard disk on the computer.
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Figure 1 Single Instance Storage Classes
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Figure 2 iSCSI Target Classes
How Health Rolls Up
Operations Manager tracks the health of computers and applications using monitors, which have several health states (usually Healthy, Warning or Critical). When enough monitors in a class change state, depending on how the class is written, the class above it changes state to match. This action is called "rolling up health".
The following diagram provides a high-level summary of how health states roll up from individual role services to the top-level of the File Services Management Pack.
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Figure 9 Health rollup to the File Services role
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